Dated: 04.05.2026 Data protection information for
Version 1 Competitions in accordance with the EU Gene- cybe rqgentur

ral Data Protection Regulation (GDPR)

Data protection information for Competitions in accordance
with the EU General Data Protection Regulation (GDPR)

In accordance with Art. 13 GDPR, we hereby inform you about the processing of personal data by the
Agentur fur Innovation in der Cybersicherheit GmbH (Cyberagentur) in the context of Challenges or similar
Competitions (hereafter: Competition).

1. Who is responsible for data processing and who can you contact?
CONTROLLER: DATENSCHUTZBEAUFTRAGTE:

Agentur fur Innovation in der Cybersicherheit GmbH | Agentur fir Innovation in der Cybersicherheit GmbH

Grol3e Steinstral3e 19 Beauftragte fir den Datenschutz
06108 Halle (Saale) GrolRRe SteinstrafRe 19

phone: +49 151 44150645 06108 Halle (Saale)
e-mail:_presse@cyberagentur.de e-mail: datenschutz@cyberagentur.de

2. What personal data we use?
We process the personal data you provide for the purposes of running the competition, to the extent that
such data is necessary for this purpose.
The following types of data may be subject to processing:
e Personal master data: Surname, first name
e Contact details: Address, e-mail address
e Log datain general from IT systems, web applications and software such as time, date, sender, IP
address, upload data in the allocation portal, from e-mail communication, from files (PDF, Word,
Excel), connection data
e Bank details

In addition, constellations may arise in which we process personal data that are not mentioned here or
whose purposes are not communicated here. In such a case, we will provide separate data protection in-
for-mation on a case-by-case basis and inform you in advance if this is required by law.

3. Websites and cookies
Where you use websites to provide your (personal) data, you will be informed separately on those sites
about how your data is processed when you use the website. Please read the privacy policy available on

the website.

We use various cookies on our website, both to ensure the technical requirements for the website’s func-
tionality are met and to measure the success of our project. You were likely asked which of these cookie
types you wish to accept when you first visited the website. And, of course, this decision is also stored in a
cookie.
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Cookies are little helpers that perform a wide variety of tasks. Unfortunately, it is not possible to generalise
about the data stored in cookies. However, you can find full details of the cookies used in the cookie pri-

vacy policy

4. What is purpose and the legal basis for processing?

Personal data will be processed solely for the purpose of running the competition.

The processing of your data takes place from the time you submit it until the end of the competition on the
basis of Article 6(1)(b) and (c) of the GDPR. Legal obligations regarding the processing of personal data may
arise, inter alia, from the German Commercial Code (HGB) and tax legislation.

Where a contract is concluded with finalists, the processing of personal data takes place within the frame-
work of a contractual relationship on the basis of Article 6(1)(b) and (c) of the GDPR. Legal obligations re-
garding the processing of personal data may arise, inter alia, from the German Commercial Code (HGB)
and tax laws.

Where we intend to process your personal data for any other purpose, we will inform you in advance and,
where necessary, obtain your consent. For example, it is possible that, as part of the award ceremony, we
may announce and publish the name of the winner via our website or the Cyberagentur’s social media
channels. The publication of film and photographic recordings is also conceivable in this context. In such a
case, we will inform you separately in advance in accordance with data protection regulations and, where
necessary, obtain your consent in advance.

5. Who receives personal data and where it is processed?
Within our company, employees will only have access to the documents and data you have submitted to
the extent necessary for the purposes of running the competition or complying with legal obligations.

The jury will assess the concepts you have submitted solely on the basis of the documents you have pro-
vided.

Data processing takes place exclusively within the EU.
6. Isthere an obligation to provide personal data?
Participation in the competition is not required by contract or by law. To take part, you must provide your

name and contact details.

If you are selected as a finalist in the competition, further details may be required for the purpose of con-
cluding a contract.

Without providing this information, it is not possible to take part in the competition or to conclude a con-
tract.
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7. How long the data is stored?

Personal data provided in connection with the competition will be deleted once the competition has ended.

Personal data processed on the basis of a contractual relationship will be stored in accordance with the re-
tention periods set out in the Federal Budget Code (BHO), the periods applicable to the retention of docu-
ments under the German Commercial Code (HGB) and the relevant tax and public procurement regula-
tions.

8. What rights do you have?

All data subjects have the right of access under Article 15 GDPR, the right to rectification of their data un-
der Article 16 GDPR, the right to erasure under Article 17 GDPR, the right to restriction of processing of
their data under Article 18 GDPR, the right to data portability under Article 20 GDPR and the right to object
to processing (Article 21 GDPR). Restrictions may apply to the right of access and the right to erasure in ac-
cordance with Sections 34 and 35 BDSG.

You have the right to lodge a complaint with the data protection supervisory authority (Article 13(2)(d)
GDPR). The supervisory authority for Cyberagentur is:

Der Bundesbeauftragte fir den Datenschutz und die Informationsfreiheit

(The Federal Commissioner for Data Protection and Freedom of Information)

Graurheindorfer Str. 153

53117 Bonn

GERANY

phone: +49 (0)228-997799-0,

e-mail: poststelle@bfdi.bund.de
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